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Our Mission Statement:

‘The aim of St Cyprian’s Greek Orthodox Primary Academy is to provide its children with primary education of the
highest quality in a supportive learning environment through the National Curriculum in the core subjects,
enriched by the progressive teaching of the Greek language and Christian Orthodox religion.

The children will be equipped with the knowledge, skills and spirituality to enable them to achieve their full
potential and prepare them for transition to secondary education and to contribute positively to the challenges of
a diverse multicultural society.’

The term ‘parents’ in this policy also refers to carers.

This policy includes the Early Years Foundation Stage

This policy has due regard to statutory legislation including, but not limited to the following:
The Computer Misuse Act 1990

The Communications Act 2003

The Data protection Act 1998

The Freedom of Information Act 2000

The Human Rights Act 1998

This ICT Acceptable Use Policy is designed to establish acceptable and appropriate use of St Cyprian’s Greek
Orthodox Primary Academy’s (St Cyprian’s) technology and protect both users and the Academy. It should enable
the Academy to safeguard and promote the welfare of pupils and staff and to minimise the risk of harm to the
assets and reputation of the Academy. It should also serve to prevent abuse of e-mail and internet facilities.

This Acceptable Use Policy (AUP) may be subject to change from time to time. Questions relating to the Data
protection Act should be submitted to the Data Protection Officer/Data controller, in the case of the Academy,
the Head Teacher.

It is the users' responsibility to ensure that they comply with the latest edition of the AUP at any given time. This
AUP may be revised, without notice, at any time. Logging onto the school‘s systems is deemed to be an
agreement to our Acceptable Use Policy. All staff are responsible for seeing that Academy ICT is used in an
effective, ethical and lawful manner and with consideration to others.

Academy ICT

St Cyprian’s Academy provides technology for use in educational and administrative applications by its students
and staff. Under no circumstances may staff use school ICT in ways that are illegal or that will threaten the
school’s reputation or Charitable status, or that interfere with reasonable use by other members of the school
community.

Staff are responsible for the well-being of the children in their care and must ensure children are not accessing or
communicating with extremist groups, children who the staff feel are showing worrying interests in extremist,
abusive or other inappropriate content should be raised immediately with the Head Teacher.

Academy ICT is deemed to be any hardware, software or data (including web) owned by St Cyprian’s Academy or
present on the school site or any data brought into the school environment from elsewhere or any school data
held online or in offsite storage or hardware taken offsite.
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Users may not store any personal data on ICT equipment belonging to the Academy. If a member of staff reaches
the limit of their My Documents storage quota with work files they can ask for this to be increased. Staff are
expected to delete any data that is no longer required.

Staff must not use programmes or software which may allow them to bypass the filtering or security systems.
Copyrighted material is not downloaded or distributed.

As Network Administrator, St Cyprian’s Academy reserves the right to monitor any or all network, internet and
email traffic at any time and for whatever reason, at our sole discretion, without notice or notification as we may
deem appropriate. All users agree to such monitoring by their use of the Academy’s ICT.

Usernames, passwords and system security

Usernames and passwords are confidential. Staff must not disclose their password nor permit students to work
using a member of staff’s login details. Users must log off or lock their PC, or other device, as appropriate, when
left unattended to ensure the security of the system. The ICT Coordinator must be notified immediately if a user’s

password is compromised.

E Safety

Users may not view, send or retrieve inappropriate files. Care should be taken in the opening of emails. Emails
from unknown sources, or those that are unexpected, should not be opened. The ICT co-ordinator should be

informed.

Use of the internet will be strictly controlled and monitored. Users take responsibility for using the internetina
safe manner and not for illegal or inappropriate activities.

Staff must check any website before accessing it in a class and should check that the whole page, including any
adverts, is appropriate for use. Some of the images and text available on them may be harmful or offensive to
pupils, staff and the school community as a whole. In the case of incorrectly blocked sites, staff can request the
address of the site to be unblocked and added to the staff or all users allowed lists via the ICT Coordinator once
they have checked at home that the site is safe. The ICT coordinator will arrange for the site to be unblocked
either on a temporary or permanent basis if approved.

Staff must not engage in inappropriate use of social network sites which may bring themselves, the school or the
school community into disrepute. Staff should adopt the highest security settings on any personal profiles they
have. Accessing private websites, email or systems via the school’s ICT should be kept to an absolute minimum
and not during formal school time.

Staff should remain mindful of their digital footprint and exercise caution in all their use of social media or any
other web based presence they have, whether at home or at school. This includes written content, videos or
photographs and views expressed either directly or by ‘liking’ certain pages or posts or following certain
individuals or groups. Please see the Social Media Policy.

Staff must not make contact with pupils, accept or initiate friend requests nor follow pupils accounts on any
personal social media platform. Staff must not communicate with pupils via social media, websites, instant
messenger accounts or text messaging, unless done by an approved school account for approved purposes.

Personal mobile devices (including phones)

-Staff do not contact pupils or parents/carers using their personal devices
-Technology is only used for off-site educational purposes when mutually agreed with the Head teacher
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-Inappropriate messages are not sent to any member of the school community

- Audio & visual recording of pupils may only be carried out for approved purposes and after gaining appropriate
consent. The school operates a 24 7 CCTV system used for the purposes of site security and safety monitoring.
Covert surveillance & recording of any kind is strictly forbidden

Mobile phones and personally-owned devices may not be used during lessons or formal school time. They should
be switched off or set to silent during working hours

Staff ICT Equipment Loan Procedure

Employees can use St Cyprian’s Staff IT Equipment upon completing and signing the Staff ICT Equipment Loan
Agreement Form and delivering it to the ICT Coordinator. Employees must provide the following information on
the Staff IT Equipment Loan Agreement Form

- Any special requests for software or applications not normally installed on the device.
- IT Equipment Asset Security Serial Number(s)
- Name of Individual, Class, Signature

Staff IT Equipment may include any of the following:

e Staff Laptop & charger cable

° Tablet Devices (such as iPADs, Google Nexus etc..) & charger cables, protective case

e Camera & charger cable, protective case

® Apple TV, power cable, audio visual connectors

e Touch Screens, Display Monitors

* Smoothboard Interactive Whiteboard Kit including Wii Controllers, Infrared Pens

® SMART or LCD Interactive Whiteboard Kit including remote controllers, tray, pens and erasers
e Note pads

e Desktops

e Visualisers

Adding to the St Cyprian’s Standard Configuration

St Cyprian’s Staff IT Equipment has been prepared to provide consistent service, adequate user support, and to
ensure network compatibility.

In order to maintain the integrity and security of the equipment, staff & pupils may not install any hardware or
software onto ICT equipment belonging to the school without prior agreement from the ICT Coordinator.
Unauthorised copying of software is a violation of this Policy, and therefore in breach of contract. It is also illegal.

St Cyprian’s Academy may take disciplinary action against any employee who installs hardware or software which
corrupts their school ICT Equipment.
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Maintenance

The school has insurance which covers equipment against fire and theft. Insurance does not cover negligent,
insecure or inappropriate use of equipment. The Academy’s insurance policy has a minimum insurance excess of
£250 per claim. Therefore any loss or damage of any individual items below this threshold will be a direct cost to

this school should they require replacement or repair.
The borrower is liable for damages caused by:
- Unreasonable use, abuse, neglect, and alternations.

- Improper service, improper installation, and improper connections with other peripherals devices (for example
linking to printers, servers etc.. which are not school approved equipment).

- Loss or misplacement.

Employees having any technical issues with their school ICT equipment should contact the school’s ICT
Technician, or the ICT Coordinator,

Users are responsible for taking proper care of loaned IT Equipment units.

In order to avoid damage, loss or theft, please follow these guidelines:

ICT Equipment in Cars: Keep the car locked and the equipment out of view. Ensure that the equipment is securely
stored so that it does not slide while driving. Avoid storage of the laptop in a car during very hot or very cold
weather. Academy equipment must not be left in vehicles overnight.

If the equipment is lost or stolen, a written or e-mail report must be filed within 24 hours to the Head teacher
who will provide guidance as to notice to be provided to the appropriate police authorities.

If equipment is lost, damaged, or stolen, the employee responsible for that equipment will describe to their
management the circumstances surrounding the loss, damage, or theft.

Data on School IT Equipment

The school servers are backed up on daily basis, any user data saved on shared network drives and individual user
document folders will be backed up. Any data saved outside of these locations may not be automatically backed
up, so users must ensure their own responsibility for backing up data that they cannot afford to lose. Use of
memory sticks is not recommended, and only permitted for transfer of data which does not contain confidential
information. Confidential data must not be stored on any unencrypted school device, and must not be stored on
any device not owned by the school. The school provides a secure remote access system for authorised staff to
access confidential data when not working on site at school.

The school is not responsible for any files left on any device or for loss of, or damage to, a user’s files during the
loan period. The school uses Anti-virus protection across all equipment; however, the school is not responsible for
any computer viruses transferred to, or from, a user’s external storage while using a school device.

I have read and understand this ICT Acceptable Use Policy

Sighature:

Date:
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Acceptable Use Staff Declaration Form

All members of staff are required to sign this form before they are permitted to use electronic devices that are
owned by the school

By signing this form you are declaring that you have read, understood and agree to the terms of the Staff
Electronic devices Policy.

Members of staff are required to re-sign this declaration form if changes are made to the policy.

Name of staff

Job Title

Date

I approve the setting up of this User on St. Cyprian’s Greek Orthodox Primary Academy’s ICT systems

Authorised Signature:
Head Teacher

Date:
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