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Our Mission Statement:

The aim of St Cyprian’s Greek Orthodox Primary Academy is to provide its children with primary
education of the highest quality in a supportive learning environment through the National
Curriculum in the core subjects, enriched by the progressive teaching of the Greek language
and Christian Orthodox religion.

The children will be equipped with the knowledge, skills and spirituality to enable them to
achieve their full potential and prepare them for transition to secondary education and to
contribute positively to the chailenges of a diverse multicultural society.

The term ‘parents’ in this policy also refers to carers.

A Hard Copy Must Be Kept Available At All Times

Key Contacts:

OpenAlIR Systems - 020 8123 3090 - email emergency@openair.systems

OpenAIR Directors - Andy Trelford 07841 123896, Richard Whitehead 07834 857061

Interim Headteacher - Andrew McDonald -head@st-cvprians.crovdon,sch.uk — 07958780358

Deputy headteacher - Angelina Adrien - deputy@st-cyprians.croydon.sch.uk — 07957106264

Site Manager - Nico Kourmouzis - caretaker@st-cyprians.croydon.sch.uk — 07539251844

Business Manager - Victoria Yeats - vyeats.306@lgflmail.org - 07761777380

Circulation
Management Team
IT Support Provider

Abstract:
All cyber incidents are different. They can range from large scale malware outbreaks affecting
multiple schools, to small scale, limited impact incidents, and the appropriate response to each
incident will be different. Actions that are appropriate to take for some incidents may actually be
detrimental in other cases and a ‘one size fits all' approach to cyber incidents is impossible. This
document is intended to steer thinking and serve as a framework for the response to all
incidents, from high to low severity, and contains:

* Details of key contacts (a cyber incident may affect communications)

» Guidance on grading the severity of an incident and who should be contacted.

* Appropriate response times

e Possible remediation and containment steps
It is important that the steps in this plan are applied to all cyber incidents, including low severity
ones, as this analysis can prevent a low severity incident from turning into a high severity one.
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Stage 1: Triage
Grade the incident severity according to the following matrix:

Severity Guidance Conditions (one or more)

CRITICAL e 80% staff unable to work.

e Critical Systems affected with
unknown resolution.

e High risk of, or confirmed breach
of sensitive data.

e Financial impact of £6000 or
more

e Severe reputational impact which
is likely to be long term.

HIGH e 50% staff unable to work.
o Key staff affected.
Non Critical Systems Affected, or
Critical Systems with known,
quick resolution.
¢ Risk of breach of sensitive data.
e Financial impact of under £5000
e Potential risk of reputational
damage.

MEDIUM e 20% staff unable to work.

e Small number of non-critical
systems affected with known,
quick resolution avail.

e Possible breach of small
amounts of non-sensitive data.

e Low risk of reputational damage.

LOW ¢ Minimal or no impact to
operations.
e |Impact limited to one or two
devices.

e <10% of staff impacted.
e No critical staff impacted.
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Categorise the incident according to the following category matrix:

’?ateg_ory Examples
Malicious Code e Ransomware Infection encrypting

data and documents.
e Virus Outbreak, spreading
through network.

For exampie, a severe ransomware

infection may spread uncontrolled

throughout the network, encrypting key
data.

Denial of Service ¢ Website maliciously flooded with
traffic.

e Internet connections
overwhelmed.
¢ VOIP connectivity interrupted.

For example, a severe DoS attack may

impact multiple school websites with no

apparent fix.

Phishing e Emails attempting to convince
users to click links to malicious
websites.

e Users entering credentials into
malicious websites.

For example, a high severity phishing

attack may involve a key management

staff member entering credentials into a

malicious website.

Unauthorised Access * An unauthorised person (internal
or external) gains access to a
system

* A user has their email account
accessed by an unauthorised
person.

* Akey system is accessed by
unauthorised persons.

For example, a severe case could

involve an unauthorised person gaining

access to high sensitivity safeguarding
data.

Insider Attack e A member of staff steals data or
accesses an unauthorised
system using stolen credentials.

e A member of staff accesses
another staff members email
account while they are not at
their PC.

For example, a low severity case could

involve a staff member accessing a

non-critical member of staff's PC, with

little or no data accessed.

Data Breach ¢ Data is lost or taken from the

organisation.
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e A member of staff has a laptop
stolen with sensitive data stored
on it.

e Paper files are lost.

e A staff member steals data from
the organisation.

e Data is stolen by an external
unauthorised person.

For example, a high severity case could
involve safeguarding files being sent to
the wrong person.

Targeted Attack e A member of staff is specifically
targeted due to their access to
data or their position in the
organisation.

e Can be phishing based (spear-
phishing) or telephone based
(Vishing).

For example, a severe case could

involve the head of finance having their

credentials stolen, leading to a large
financial loss.

Escalation to the appropriate contacts:
Severe or High: Head Teacher, management team and IT team. Immediate action.

Medium: Head Teacher and IT Team, 4-8hr
Low: IT Team, 8hr+

Stage 2: Response
The cyber incident response is comprised of four phases: Analysis, Mitigation/Containment,

Remediation, and Recovery.

Analysis

The first step is to analyse the incident with a view to establishing the appropriate mitigation or
containment steps to be taken. Careful consideration must be given to implications of actions
taken so that steps taken do not make the situation worse. For example, in some instances it
may be required to take time to gather evidence and carry out monitoring to establish the
appropriate action, whereas some incidents will be time critical and a fast and decisive
response will be required immediately.

Mitigation/Containment
These are steps carried out to neutralise the initial threat. Examples of steps which may be
appropriate include:
e Powering off key systems or network hardware in order to stop the spread of malware.
e Disconnecting affected devices from the network.
e Disconnecting the internet connection to remove the ability of outside persons to access
systems.
e Contacting law enforcement, for example in the event of an insider threat.
o Notifying affected parties in the event of a data breach so that they can act before further
damage is done.
e Removing access to systems for a user or users, perhaps to mitigate the effects of an
insider attack.
e Changing passwords to systems.
e Applying emergency software patches or fixes.
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e Contacting 3" party suppliers to secure cloud systems.
Again, careful consideration must be taken to negative implications of carrying out these steps
to ensure they are not likely to make the incident worse or harder to recover from.

Remediation
Remediation is carried out after the initial threat from the attack is understood and has been
mitigated or contained. These steps may be similar or the same those carried out in the
mitigation or containment stage and may also include steps such as:

e Erasing and rebuilding computer systems to remove maiware/ransomware.

e Changing firewall and network settings to block access to threats.

Recovery
The recovery phase includes the steps taken to transition the organisation back to ‘business-as-
usual’ operations. Steps taken in this stage could include:
* Restoring data from backup.
Reconnecting systems to the network.
Switching on key systems, servers and network hardware.
Re-enabling user accounts to allow access to systems.
Reconnecting internet connections.

e o o o

Stage 3: Post Incident Review
Once the incident has been successfully recovered from, the final stage is to carry out a post
incident review, focussing on:
e Is there anything that could have been done or put in place that would have prevented
the incident in the first place?
* Are there any tactical mitigation, remediation or recovery steps which could have
improved the process?
e Was all the information that was required to deal with the incident available for use? Any
missing documentation? Log files on servers overwritten?
¢ Overall how effective was the response?
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Example Incident 1

Staff report PCs being locked and files being encrypted by an as yet unknown malware which
appears to be spreading from computer to computer. Reports of the malware outbreak are
reported across the school and key systems are offline.

Stage 1 — Triage

The incident is triaged and graded as a SEVERE incident due to over 80% of staff being unable
to work, critical systems being offline, and the resolution to the outbreak being unknown at the
time. The headteacher, management team and IT team are all contacted immediately to
prepare the plan for stage 2.

Stage 2 — Response

The incident is analysed and, due to the rapid spread of the malware, the initial containment
steps of powering off network links and key systems within the school is decided upon. This is
enacted to protect some systems which seem to have been unaffected at the time.
Consideration is given to the impact of the response making the situation worse, but there is no
indication that this would be so.

The problem is contained, and further analysis and research reveals that the malware is
exploiting a ‘zero-day’ vulnerability in the PC and server operating systems. The vendor
produces an emergency patch and malware removal tool. A plan to run patches and clean-up
on each device is enacted as a remediation step.

Once patches are applied and clean-up has been run, systems are powered back on and
monitored to ensure that the remediation has been successful.

Recovery is enacted by restoring encrypted data from backups.

Stage 3 — Post incident review

Investigation into the source of the outbreak reveals that a member of staff downloaded a file
from a website link received on email, purporting to be a PDF viewer for an invoice attachment.
The malware was able to spread through the network due to the zero-day unpatched
vulnerability.

Recommendations to renew staff awareness training to improve vigilance, and to review the
capabilities of email filtering are made and acted upon.

Example Incident 2
It is discovered that a pupil has been able to access the email account of a teaching assistant in

a classroom.

Stage 1 - Triage

Investigation reveals that the TA had only low sensitivity email data in their mailbox, and the
pupil did not have time to send any messages to any staff or school contacts. The incident is
classified as MEDIUM severity, due to the low risk of reputational damage and the low
sensitivity of the data. The incident is report to the head of school and the IT team.

Stage 2 — Response

The incident is analysed and to contain and remediate the issue, the TAs passwords to all
systems are reset to new password. The TA is issued with the new passwords and monitoring
of the users mailbox is enacted to ensure no further unauthorised access is detected.

Stage 3 — Post Incident Review

Investigation reveals that the TA had not set up two factor authentication on their email account
and was in the habit of reusing passwords. It is deemed likely that the pupil saw the TA enter
their password for a different system and guessed that it was also their email password.
Recommendations are made and acted upon to enforce the use of two factor authentication on
all email accounts, and to renew employee training on the dangers of reusing passwords.
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